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[MepBas necoyHnLa, KOTOPas 3alimLlaeT
MMEHHO Bally UH(PACTPYKTYPY

FAE Bbl MOXETE 310YMbILWNEHHWKN NOCTOSHHO Pa3BMBaloT BpegoHocHoe MO Tak, YTo6bl ero He
BbISIBJIATb YTPO3bl HaxoOMAN KNaccuyeckme CpencTBa 3allMThl aHTUBMUPYChI, MEXKCeTeBble 3Kpa-
Hbl, IPS, nouToBble 11 BEO-LLUNO3bI.

3 ONaBbIABNEHNA TaKoro BpegoHOCHOro MO HYyKeH OTAeNbHbIV KNacc pelleHnin —

B 3/1eKTPOHHOM noyTe . . .

necouYHuLbl. MecouHuLa 3anyckaeT harn B U30JIMPOBaHHOW BUPTYabHOM cpe-

ne, aHann3npyeT, Kakhe 0eNCTBUA B CUCTEME OH COBEPLUAET, U BblaaeT BePANKT
0 TOM, Be3onaceH 3ToT hana NN He.

B (halMoBbIX XPaHUNULLaX

® ° PT Sandbox — neco4yHyia Cc BO3MOXXHOCTbIO KACTOMU3aLMKM BUPTYabHbIX cpef,

KOTOPAas MNO3BONSAET 3aLLUTUTLCA OT LIeN1EeBbIX 1 MACCOBbIX aTak C MPYMEeHeHneM

coBpeMeHHoro BpegoHocHoro Mo.

B MOJIb30BaTEIbCKOM
Tpahuke

MpeunMyLlecTBa NpoayKTa

Mo3BonseTr rubko HacCcTpauBaTb BUPTYyaJibHble cpeabl
Ha nopTanax py4yHowm

. BpenoHocHble nporpaMmbl ANA LefieBblX aTak pa3padaTbiBatOTCH MNOL KOH-
npoBepkKn hannos P porp pasp A

KPETHYIO MHMPACTPYKTYPY U UCcnofb3yemoe B koMnanum MO, Ina BbigBAEeHUA
Takow yrpo3bl B MeCOYHMLE NOIXKEH PabdoTaTb TOT )Ke COMdT, UTO U Ha peasbHOM
pabouen cTaHumn. PT Sandbox noanepXmBaeT KaCTOMU3ALMIO BUPTYaNbHbIX
cpen ons aHanmMsa — Bbl MOXeTe O00aBUTb B HKMX MporpamMmHoe obecnedye-
Huve, cneundryeckoe ANsa Balnx padounx cTaHUMM, DTO NO3BONSAET BbIABAATb
CNOXXHble aTakW, Aa)ke ecny 3/10Bpefdbl 3aTodeHbl cneuymanbHo noa MHdpa-
CTPYKTYPY KOMMaHuu.

O6Hapy>X1MBaeT yrposbl He TOJIbKO B hainax, HoO U B Tpaduke

MomMumo damnos PT Sandbox npoeepsaeT TpadrK, KOTOPbLIN reHepurpyeTca B
npolecce Mx aHanusa, a TakXXe BbIIBNSeT BPeOOHOCHYI akKTUBHOCTb, CKPbI-
Tyto nofg TLS. 3To cyllecTBeHHO NoBbllLaeT 9PHEeKTUBHOCTb AeTEKTUPOBaHUSA
aTak — ga)ke B LWMdpoBaHHOM TpaduKe.

BbiiBAsieT aTaku, KOTOpble He 6bl/IM O6GHapy>XeHbl paHee

PT Sandbox 3anyckaeT aBTOMaTUUYECKYIO NepernpoBepKy yrKe npoaHanmsmnpo-
BaHHbIX (hamnoB nocsae o6HoBNeHWs 6asbl 3HaHWM. Tak NPOAYKT MAKCUMaNbHO
ObICTPO OGHAPYXMBAET CKPbLITbIE B UHPPACTPYKTYPE Yrpo3bl.



Bbl MOXeTe 6ecnnaTtHO OLEHUTb
athekTBHOCTL PT Sandbox

B Ballen MHMpacTpyKType.
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BbisBnsieT nsBectHoe BpeaoHocHoe MO 1 MaccoBble aTaku

PT Sandbox ocyliecTBngeT npedunbTepUuHr hanioB C MOMOLLbK HECKOIbKKX
AHTUBMPYCOB. DTO NO3BOAAET ObICTPO BbIABNATL YXKE M3BECTHbIE YIrPO3bl U CO-
KpallaTb YMCNO OOBbEKTOB A9 MPOBEPKU B NeCoYHMLe.

AononHuUTeNIbHO

+ Anti-evasion + Peanusauus
Bnokunpyet 20+ cambix MNopnep»xmnBaeT peanmsaumm
NONYASAPHbIX TEXHUK, virtual u hardware, BO3MOXHa
1ICNONb3yeMblX 310BpefamMu paboTa on premise.
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HTepakTuBHbIV fawbops PT Sandbox

Positive Technologies y>xe 19 net co3paeT WHHOBaLWOHHbIE pelleHus B cdepe MHDOPMaLUOHHOM 6e30MacHOCTHU
MpPoAYKTbI 1 CePBUCHI KOMMNaHKK MO3BONSIOT BbISBNATL, BEPUMDULMPOBATL N HENTPaNM30BaTb PeasibHble OU3HEC-PUCKM,
KOTOpble MOryT BO3HMKaTb B IT-MHMPACTPYKType NpeanpusaTuin. Hawwun TexHOAornv NOCTPOEHbl Ha MHOroseTHeM
1ccnefoBaTeNbCkoM OMbITe W 3KCNepTM3e BeAyLWMX CneuranncTos no knbepbesonacHoCTu

CerogHa cBoto 6e30MacHOCTb HaM goBepsatoT 6onee 2000 koMnaHmMt B 30 cTpaHax MuMpa. B yncne Hawmx KNIMeHTOB
B Poccnun — 80% yyaCTHUKOB penTuHra «3kcnept-400».

CnepnuTe 3a Hamu B colceTax (Facebook, BKoHTakTe, Twitter), a Tak)e B pa3aene «HoBocTm» Ha canTe ptsecurity.com.
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