KASPER{KY3

Kaspersky ASAP: aBTomaTtunsanpoBaHHas
nnatdopma ans noBbilLleHNs OCBegoOM-
JIEHHOCTU O KUbep6be3onacHOCTHU

Mo naHHbIM «JlabopaTopum Kacnepckoro»', 52% KOMMNaHUM MO BCEMY MUPY CYMUTALOT
HanbONbLIEN YrPO30M CUCTEME KOPMNOPATUBHOM 6€30MaCHOCTM CaMUX COTPYAHUKOB,
MOCKOJNIbKY UX OENCTBUS MOFyT CKOMMPOMETMPOBATb KOPNOopaTMBHbIE AaHHble. OaHaKo
TPaAMLUMOHHbIE MPOrpaMmmbl OOy4YeHUs, NPU3BaHHbIE NPeAOTBPaALLATh TakMe UHUUAEHTSI,
HegOCTaTOYHO 3P PeKTUBHbI. OO6bIMHO OHU HE BOOXHOBASIOT YHYACTHUKOB U HE MO3BONSIOT
chopMUMpoOBaTb Y HUX TpebyeMoe nosefeHue.

NMpocTtoe un adpPeKTUBHOE NOBbILLEHNE
OCBEeAOMNEHHOCTN A1l KOMMaHUM
nboro pasmepa

«JlabopaTopwus Kacnepckoro» npeacTtaBnseT CO6CTBEHHYIO aBTOMAaTU3MPOBaHHYO
nnatdopMy Ans MNOBbILLEHNS OCBEAOMIEHHOCTUK O KM6epHe30nacHOCTH —
Kaspersky Automated Security Awareness Platform (ASAP).

Mnatdopma NpencraBnseT CO60M OHNANH-UHCTPYMEHT, GOPMUPYIOLLNI 1 3aKpen-
NAOWMA Y COTPYAHNKOB HaBblkM 6e30nacHOn paboThl. Kypc paccymTaH Ha rog.
YAO6HBIN GYHKLUMOHAN M aBTOMATM3aLMs NpoLecca NOMOraeT KOMMaHUaM Ha BCex
3Tanax: OT MOCTAHOBKM Lenn A0 OLUEeHKM 3PPEKTUBHOCTM.

|.|Jal' 1 MocTaHoBKa uene U 060CHOBaHNE HEO6XOAMMOCTU NOBbIWEHUS
ocBeAOMNIEHHOCTU

o CraBbTe Lenn, onmpadacb Ha cpeaHune rnobasnbHble, pernoHanbHbIE

-@-§ MNIN OTpacneBble MOKa3aTen.
* CTDEMMTer K 6anchy MeXay XXeJla€MbIM YPOBHEM KVI6epOCBe£I,OMJ'IeHHOCTl/I

OTAE/IbHbIX TPYNN COTPYAHVKOB U BPEMEHEM, HEO6XOAMMbBIM ANt €0 AOCTUXKEHMS.

LLar 2. dopMUupoBaHUE y KaXXA0ro COTPyAHMKA HaBblKOB, COOTBETCTBYIOLLUX
noTpe6HocTaM

. h_‘ * lcnonb3ynTe aBTOMaTM3NPOBaHHOE ynpaBneHne: nnathopma onpepenset
@\\\\ Habop HaBbIKOB, HEOBXOAMMbIX ONpeLeeHHOMY COTPYAHWKY, B COOTBETCTBUM
C ero npodunem pucka 1 BbICTpanBaeT rpadpuk NPOXOXKAeHUs NPOrpaMMbl.
e bBynbTe yBepeHbl, UTO MONYYEHHbIE HAaBbIKK BYAYT MCMONb30BaTbCS Bnarofaps
TLWaTeNbHOM NpopaboTKe 1 3aKpeneHNo MaTepurana.
e [loBblWaNTe OCBEAOMIEHHOCTb COTPYAHWKOB B KOMDOPTHOM AJ1S1 HUX Temne
C YYETOM MX YPOBHS PUCKaA U UIHTEHCMBHOCTM NPOrpamMmbl, HTO MO3BOANT
n3bexaTb NepeyTOMIEHMUS, a, CIeOBaTE/NbHO, N HEXeNAaHWUS NMPOLOMKATb 3aHATUS.

* [laHHble nccnenoBaHms «MHdopMaumMoHHas 6e30MacHOCTbL 6M3Hecay, NpoBeaéHHoro «JlabopaTopueln Kacnepckoro» BecHon 2018 roaa.
B onpoce npuHsann yyactme 6614 IT-cneunanncToB n3 29 cTpaH No BCeEMy MUPY, BKtoYas Poccuio.
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OT npocToro K C/IOXXHOMY

OTpaboTka HaBbIKOB OCHOBaHa Ha NMpUHLMMNe
«OT NPOCTOro K CNOXHOMY». Yepes 4 aHs
nocJie NPOXOXAeHUa TeopeTUYeCcKomn
YacTu nnatdopma aBTOMATUYECKM pacChinaeT
nMcbMa C HaNoOMUHaHMEM NPONAEHHOTO
mMaTepuana, a ewe yepes 3 oHg npeanaraet
NPONTM TECT — NPOBEPKY MONYYEHHbIX
3HaHWM. Ecnm TecT nponaeH ycnewHo,

TO Yyepes HEKOTOPOE BPeMS MOb30BaTE b
NOAYYUT MUCBMO C CUMYSIMPOBAHHOWN
dunwmHrosown atakon. Takon noaxon
obecneymBaeT HafexHoe 3akpenneHme
HaBbIKOB 1 MPeNsTCTBYeT 3abbIBaHUIO.

Yunmcs NMOHEMHOry

« [lporpamMma cneumanbHo pa3buTa Ha
KopoTKMe 3aHaTus (0T 2 8o 10 MUHYT),
MOTOMY UYTO ANIMHHbIE U CKYYHbIE YPOKM
MOTYT YTOMUTb BalMX COTPYAHUKOB.

MonHbIit HA6Op UHCTPYMEHTOB
Ans Bcex o6nacteit 6e3onacHOCTU

» Kaxabll ypOBEHb BK/tOYaET:
WNHTEPaKTUBHbIN MOAY/b U BULEO >
yNpaxKHeHWs Ha 3akpennenne >
npoBepKy (TeCT AN UMUTALMIO
OULLIMHIOBOM aTaKw).
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OTYETHOCTb U aHA/IMTUKA KaK MHCTPYMEHTbI OTCJ/IEXXUBaHUA Nporpecca

* OnepaTVBHO OTCNEXMBANTE M3MEHEHUS, TEHAEHUMN N MPOTrHO3bI.

e [lonb3ynTechb NPOrHO3aMn B peXMME PeaslbHOro BPEMEHMU: C MX MOMOLLbIO Bbl
CMOXETE OLIEHUTb U CBOEBPEMEHHO MPEANPUHSATL MePbI AN AOCTUXKEHUS LIeNel.

o [lencTByiTe Ha onepexeHune. CuCTeMa CaMa MOACKAXET, Ha Kakue nojpasaene-
HWS UM OTAENbHBIX COTPYAHWKOB HYXXHO O6PaTUTb BHUMAaHWE, YTO6bI AOCTUNHY Tb
HaMe4yeHHOM uenu.

o CpaBHMBaNTE MPOMEXYTOUYHbIE Pe3yNbTaTbl C 3TAJIOHHbLIMW NMOKa3aTeNSIMMU.

MoTtuBauus — 3anor 3a¢pPeKTUBHOCTHU

* lrpoBon ¢opmMaT 1 copeBHOBaTENbHbIN MOAXOA, KOTOPblE MOMOratoT 3anHTe-
pecoBaTb COTPYAHMKOB.

e HarnsaHble 3afaHMs, NPUMEHUMbIE K MOBCEAHEBHOM paboTe COTPYAHMKOB.

e [lepcoHanM3npPOBaHHbIV NOAXOA — COTPYAHMKN MNONyHatoT TONbKO HEOBXOAMMbIE
3HaHWS B YAOGHOM LN HAX TeMIe.

NMpocToe ynpaBneHune
6naropaps aBTomaTusauum

HauyHuTte Bcero 3a 10 MUHYT

o [IpoBeaunTe OUEHKY TEKYLUMNX 3HAHUNA.

o OnpepenuTe LeNN C y4eTOM CpefHMX O6LLEMMPOBLIX U OTPAC/EBbIX MOKa3aTesen.
e 3anycTuTe 3aHATUS.

o [naTuTe TONbKO 3@ aKTUBHbIX MOJb30OBaTENEN (TEX, KTO MPOXOAUT NPOrpammy).

I'Inachopma NOCTPOUT Npouecc B COOTBETCTBUMN C TEMINOM

M CNOCOBHOCTAMM COTPYAHUKOB

o [naThopma He NPeasIoNKUT CNOXKHbIE TEMbI NPEXKIE, YEM MOJSIb30BATE/ b OCBOUT
OCHOBbI M YCMEeLWHO CAACT TeCT.

o OTBETCTBEHHOMY 33 O6Y4YeHME MEHEKEPY HE HYXXHO TPAaTUTb BPEMS Ha aHaN13
pe3yNLTaTOB KaXAOro COTPYAHMKA M MOACTPOMKY MPOrpaMmbl

MUcnonb3yiiTe pa3Hble NporpamMmmbl Ang pasHbiX npodunen pucka

L |/|CI'|O)'Ib3yI7ITe npasuna, 4TO6bl ABTOMATUYECKN onpenendTb COTPyaAHMKOB
B rpynnbl C pa3HbIM LeneBbiIM YPOBHEM N MHTEHCMBHOCTbLIO B 3aBUCUMOCTHU
OT WX YPOBHS AOCTYMNa K KOHOMAEHUNANbHON MHGOPMaLMKN U cneundukm
paboThl.

e Bbl MOXeTe MCNoNb30BaTh FOTOBbIE rpynnbl M1 Cco3faBaTb M HACTPanMBaTb
NX CaMOCTOATENbHO.

Bbl cMOXKeTe nojay4yaTb Nnoapo6Hblie oTHYETh B Ilo60e BpemMsi

e B naHenu ynpaneHus npenctaBiieHa BCA Heob6xoaumas nHdopmaums
LS OLLeHKM Nporpecca.

* [lnatdpopma nopekoMeHAyeT BaM, YTO HYXKHO CAENaTb, YTOObI yNy4YLINTb
pe3ynbTaT.

e Bbl MOXeTe cpaBHMBaTb pe3ybTaTbl CBOUX COTPYAHMKOB C MUPOBLIMMU
1 OTpacfieBbIMU NMOKa3aTENSAMU.

«JlabopaTopus Kacnepckoro»

www.kaspersky.ru

#MUCTUHHaA6e30MacHOCTb
#HuMachine
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