PeweHunsa pna 6usHeca

KASPER{KY3

Kaspersky Security

AN NoOYTOBbLIX CEPBEPOB

[lpoBepeHHas 3aWmTa HOBOro
NOKOJIeHUS AN KOPNOPaTUBHOU NMOYTDI

DNeKTPOHHas NoYTa — OCHOBHOW KaHas, Mo KOTOPOMY B KOPMOPATUBHbIE CUCTEMbI MPOHNKAET
BpenoHocHoe MO PeweHune Kaspersky Security nng no4ToBbIX CEPBEPOB 3aLUMLLAET
SNEKTPOHHYIO MOYTY OT NPOrpamMm-WLNPPOBaANbLLMKOB, BDEAOHOCHLIX BIOXXEHUK, Crama,
OULWMHIa U HEM3BECTHbIX YIPO3, MCMOJb3ys COBPEMEHHYIO 3BPUCTUKY, MECOUYHMLbI, MALLMHHOE

o6yqul/|e n apyrme nepegoBble TEXHOJTOIMIA.

HagexxHbie u LLUNPOKO NMpm3HaHHbIE CpeaCTBa 3allUTbl MOMOTYT BaLLEM KOMMaHUM n3bexaTb
q)l/IHaHCOBOFO, onepaumnoHHOro n penytTaunoHHOro yLuep6a, BbI3BAHHOIO aTaKaMW 4Yepe3

SNEKTPOHHYIO MOYTY.

MpeumyuwiecTtsa

3awuTa OT cnama u NoBbileHUue
npon3BoAUTENIbHOCTU

Kaspersky Security ang no4ToBbIX CEpBEPOB — 3TO peLleHune
HOBOTO MOKOJNIEHUS, KOTOPOE OBHAPYXXMBAET AaXKE CaMbli
CIIOXHbIN HEM3BECTHbIM cnaM. brarogaps MUHUManbHOMY
YPOBHIO NOXHbIX CpabaTbiBaHUIM, OHO AenaeT paboTy
COTPYAHWKOB C 3N1EKTPOHHOM MOYTOM KOMPOPTHOM — B UX
MOYTOBbIX ALLMKAX TONbKO AeNOoBas Nepenucka, 6e3 cnama

1 GULLNHTOBBIX COOBLLEHUIA.

3awmTa oT PUILIMHIra C NOMOLbIO HENpoceTen

[Mpennaraemas «JlabopaTopumen Kacnepckoro» nepenosas
3awmTa OT ULLMHIA ONMPaeTCa Ha HEMPOCETEBOWM aHann3
L1151 NOBbILLEHUS 3PPEKTUBHOCTM OBHaPYXeHMS. DTa obnavHas
TexHonorus ncnonbsyet 6onee 1000 kpuTepmes, BKIOYaS
aHann3 N306paXeHN, I3bIKOBbIE MPOBEPKM U CUTHATYPbI
CKPUMTOB, M OMMPAETCsl Ha CoObMpaemble CO BCEro MMpa
[aHHble O BPeAOHOCHbIX N duwmHrosbix URL-agpecax, 4Tobbl
3alUMLLaTb MONb30OBATENS KaK OT M3BECTHbIX, TaK U OT
HEWN3BECTHbIX GULLIVHIOBbIX SNEKTPOHHbIX MUCEM U YTPO3
«HYNEBOTO AHSY».

1 OtyeT Verizon o paccnenoBaHmax HapyLeHWn 6€30NacHOCTN aHHbIX
(Verizon Data Breach Investigations Report), 2017.

CHMXeHne CTOMMOCTHU BNafeHuns

Kaspersky Security ans no4TOBbIX CEPBEPOB NpeanaraeT
cbanaHCUPOBaAHHOE COYEeTaHMeE YNPaBASEMOCTU 1 MPOCTOTbI
MCMONb30BaHWs, BbICBO6OXAas Bpemsd IT-cneumanmcTos
Lns apyrnx 3apad. [Mbkune cLieHapumn HaCTPOMKM GUbTpaLmm
NO3BONAOT ONTMMANbHO alanNTUPOBaTL PeLleHne

K CyLLeCTBYIOLWNM 6U3HEC-MpoLeccam 1 COKpPaTUTb
NoTPe6bHOCTb B pecypcax Ans yrnpaBneHus.

OCHOBHbI€ BO3MO)HOCTU

e 3awmTa oT BpefoHoCcHOro MO B pexxMme peanbHOro
BPEMEHMW UM MO 3ampocy

o JIByCTOPOHHSS nHTerpaums ¢ Kaspersky Anti Targeted
Attack Platform (KATA)

* YnpaBneHme KOPNopPaTUBHOM SNEKTPOHHOM NOYTOM
C MPOBEPKOWN MNOAJIMHHOCTU MOMOraeT 6OPOTHCA
C ee KOMMNPOMeTaLmen

 3allMTa OT Yrpo3 «HYNeBOro AHs»

e J[locTyn K rno6asnbHbIM aHaNINTUYECKMM JaHHbIM
06 yrpo3sax B ceTn Kaspersky Security Network

« [Noanepxkka LDAP/Microsoft Active Directory

* YNpaBneHue KapaHTUHOM ANS SNEKTPOHHBIX MNCEM
1 BJIOXEHWMN

o 3alumMTa OT BHEAPEHHbIX BPEAOHOCHbIX MaKpPOCOB
1 ApYrx O6beKTOB

o OCTaHOBKa pacnpoOCTPaHEHMS MO SNEKTPOHHOM MoyTe
MPOrpaMmm-LLNGPOBaNbLLMKOB



OyHKUUM

HuMachine™ — MHoroypoBHeBas 3awuTa
oT BpepoHocHoro MO

Co3paHHoe «JlabopaTopueit Kacnepckoro» HOBOe NoKosieHne
3aLUMTHBIX PELLEHMI BKITKOYAET HECKOSBKO YPOBHEN MPOAKTUBHOM
3aLUMTBI M UCMOMb3YeT MaWMHHOE OByYeHNe N O6NaYHYIO
aHaNNTUKY Yrpo3 AN BbiIBNEHUS BO BXOASLLEN NOYTe
BPEAOHOCHbIX BJIOXEHUI U MPOrpamMM, Kak M3BECTHbIX,

Tak 1 HOBbIX. [IOCTYMHa NpPOBEpKa B pex1Me peanbHoro
BPEMEHMW 1 MO 3aMnpocy — NOCAefHsst OCO6eHHO nonesHa

B CLIEHapUsX MUrpaLnn.

¢ [No6anbHas aHanuTUKa yrpos
Kaspersky Security Lns nO4YTOBbIX CEPBEPOB COCTaBNSET
aKTYasIbHYO KaPTUHY Yrpo3 Ha OCHOBE AaHHbIX, CO6MPAEMbIX
CO BCEro Mupa, O6HOBIAS €€ MO MEPE U3MEHEHMUS.

¢ MawmnHHoe oby4yeHne
fno6anbHas aHaUTMKa Yrpo3 C UCMOb30BaHNEM GONbLUNX
[aHHbIX ONMPAETCs Ha COYETaHNE MOLLHbIX aTOPUTMOB
MaLLMHHOIO OBYYeHMs C OMbITOM 3KCNEePTOB. B pe3ynsTaTe
BbICOKMI YPOBEHb OBHAPYXEHUS CoYeTaeTCs
C MUHWMaJIbHbIM YUCITIOM JIOXKHBIX CPabaTbIBaHUN.

* DMynAUMS B NeCOYHULEe
[ns 3aWmTbl OT CaMOro CIOXKHOrO, TLaTeNlbHO
3aMaCKMpPOBaHHOIo BpeaoHOCHOro O BnoxeHus
3aMyCKaloTCs M aHaNM3NPYOTCS B 6€30nacHON cpeae.

YnpaBneHune email-aytTeHTuPUKaumnen

HapexkHble MexaHn3Mbl ayTEHTUUKALIMN SNEKTPOHHOM
nepenucku, Takme kak SPF, DKIM u DMARC, nomoratoT
obecneynTb 3aWnMTy OT aTak Yepes NoaAe/bHbIE JOMEHbI.

MpunoxeHus B cocTaBe NpoayKTa

» Kaspersky Security ans Linux Mail Server

» Kaspersky Security ans Microsoft Exchange Server
» Kaspersky Secure Mail Gateway

» Kaspersky Security Center

Kak npno6pectu

Kaspersky Security 4ns no4ToOBbIX CEPBEPOB NpoJaeTCs
OTAENbHO, a TaKXKe ABNSETCs YacTbio pelleHuns Kaspersky
Total Security ans 6usHeca. Y3HanTe, kak nprobpecTu
pelleHne Ha cTpaHuue www.kaspersky.ru/how-to-buy

www.kaspersky.ru
#UCTUHHag6e30MacHOCTb

© 2018 AO «JlabopaTopus Kacnepckoro». Bce npasa 3aluLLeHsbl.
3aperncTpupoBaHHble TOBapPHbIE 3HaKW U 3HaKN O6CYXUBAHUS ABASIOTCS
CO6CTBEHHOCTbIO MX MpaBoo6GnafaTenei.

dOunbTpauus BNOXKEHUN

HekoTopble TUMbl BNOXEHWUIM CNNLLIKOM OMacHbI. PelleHne
«JlabopaTopum Kacnepckoro» no3BonseT rmébko HaCTPOUTb
NONUTUKY LOCTaBKW AN GUALTPALIMM BNIOXEHWNIA U pacno3HaeT
MHOXECTBO TUMOB MaCKMPOBKMN GanaioB, KOTOPbIE YacToO
MCMNONb3YIOTCS KN6EPNPeCTynHUKaMU. DTN GYHKLMM MOMOratoT
CHU3UTb BEPOATHOCTb YTEUKM AAHHBIX.

BcTpoeHHOe pesepBHOE KONMUPOBaHUe

YTO6bl rapaHTUPOBaTL 3aLLUTY OT MNOTEPU KPUTUYECKN
BaXKHbIX AAHHbIX MPW NEYEHUU NN yOaNEHUN 3apaxKeHHbIX
[aHHbIX, UCXOAHbIE COOBLLEHNSI MOXXHO COXPaHSTb B PE3EPBHOM
XpaHuauLLe, rae aAMUHUCTPATOP MOXET 06paboTaTb MX

B Nto6oe yaobHoe Bpems. [Ing yCIOBHOro pe3epBHOro
KOMMPOBAaHWS AAHHbBIX MOXXHO HAaCTPOWUTb CrieLnasbHble Npasmna.

UHTerpaums c nnatpopmoi Kaspersky Anti
Targeted Attack Platform

[BYCTOPOHHSAS MHTerpaLums c pewweHvem «Jlabopatopum
Kacnepckoro» ang 3awmTbl OT LieNeBbiX aTak MO3BONSET He
TONBKO MCMOAB30BaTh MOYTOBbIE CUCTEMBI KaK LOMONHUTENbHbIN
WNCTOYHMK MHOPMaLMK LN O6HAPYXXEHUS LieneHanpaBieHHbIX
aTaK, HO TaKxxe 6/10KMPOBaTh AasbHeNLIee pacnpoCTpaHeHe
COOOLLEHWI C OMAaCHbIM COLEPXKMMbIM B 3aBUCUMOCTH OT
pe3ynbTaToB rMy6oKoro aHanmsa Kaspersky Anti Targeted
Attack Platform.
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