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PT Network Attack Discovery — cnctema aHanunsa cetesoro Tpaduka (network traffic analysis, NTA) ons
KOHTPONS BPELOHOCHO akTUBHOCTUN Ha NeprMeTpe 1 BHYTPU ceTh. STO YAO6HbIN UHCTPYMEHT ANs pac-
cnepoBaHWii, KOTOPbIV O6HapyXMBaeT akTUBHOCTb 3/T0YMbILLNEHHNKOB Aaxe B 3awndpoBaHHOM Tpadpm-
ke. PT NAD 3HaerT, 4yTo uckatb B ceTu.

MpoBepka ceTeBO aKTUBHOCTM

PT NAD onpepensiet 6onee 100 ceTeBbIX NPOTOKOMNOB 1 9 MPOTOKONIOB TYHHENNPOBaHUS 1 pa3bupaeT
35 Hanbonee pacnpoCTPaHeHHbIX N3 HIX 0O YPOBHS L7 BknounTenbHo. Ha ocHoBe pas6opa v aHanu-
3a 6onee 1200 napameTpOB NPOTOKOMNOB CTPOATCS MOAENN CeTEBbIX y310B. OTO MNO3BONASET NONYYNTb
Noapo6HYI0 KaPTUHY aKTUBHOCTY B MHbPACTPYKTYpe 1 BbiSBUTb Npo6nembl 1B, koTopble CHuXaloT ad-
$eKTNBHOCTb cncTeMbl 6€30MacHOCTUN N CNOCO6CTBYIOT pasBuTuio atak. PT NAD 3HaeT BCce 0 Kaxaom
CeTeBOM y3/le, MUHUMU3NPYET NCMONb30BaHNe HEKOHTPONMPYEMbIX KOMMNOHEeHTOB UIT-uHbpacTpyKTypbl
1 CHIXAeT PUCK B3/IOMa KOMMaHUy Yepes Hiix.

O6Hapy)KeHV|e CNOXHbIX LeJieBbiX aTak

CncTema aBTOMAaTUYeCKy OBHAPYXMBAeT MOMbITKMA MPOHUKHOBEHUS B CEeTb W MPUCYTCTBME 3/10-
YMbILMIEHHNKOB B UHGPACTPYKType MO MHOXEeCTBY MPU3HAKOB, HamprMep Mo MNpUMeHEeHHbIM
MNHCTPYMEHTaM U MO faHHbIM, NepefaHHbiM Ha cepBepbl aTakyoLwX.

Heo6xoanmbiit UHCTPyMeHT SOC

PT NAD — He3aMeHWMbI NCTOYHWK AaHHbIX Ans SIEM-peweHunin. Cuctema XxpaHnT MmeTagaHHble 1 Cbl-
poii Tpadbuk, NO3BONSET ONepaTUBHO HAXOANTb Ceccun 1 OT6MpPaTh NOJO3PUTENbHbIE, IKCTIOPTUPOBaTh
n nmnopTupoBaTtb Tpaduk. Takum o6pasom PT NAD rapaHTupyeT nosHyio BugnmocTb cetn ansg SOC,
yrpoLlaeT NpoBepKy yCNeLHOCTY aTaku, NToMoraeT BOCCTaHOBUTb XPOHOMOr Mo 1 co6paTb AokasaTenb-
Hylo 6a3y.

Ha paw6opae onepatop nonyyaeT feTanbHyo HOPMaLio 0 MOA03PUTENbHOR aKTUBHOCTY.
370 NomMoraeT onepaTBHO pearnpoBaTh Ha MHLMAEHTbI U NPOBOAUTL PaccnefoBaHuns
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3 A Kak aTaKyloT Baly koMmnaHuio? MNpoBepbTe CBOIO CETb 11 NeprmMeTp —
& 3aKaxuTe 6ecnnaTHyto NunoTHyio Bepcuio PT NAD Ha caiiTe.

CueHapum NnpuMeHeHus

= MoHuTopuHr ceTeBoi 6e3onacHocTu. PT NAD nomoraeT o6HapyXuTb OWNBGKN KOHGUrypauum
N HapylleHuns pernameHToB Vb, HanpumMep He3aBepLUEHHbIE CeaHCbl, CIOBapHble Naponu, NCnosb-
30BaHMe yTUANT AN yaaneHHoro 4ocTyna uimnm MHCTPYMEHTOB A1 COKPbITUS CETEBO aKTUBHOCTH.

*  BblgaBneHune atak Ha nepumeTpe U B UHPpacTpykType. BcTpoeHHble Moaynun rny6oKoi aHannTuku,
CO6CTBEHHble NpaBuia AeTEKTUPOBaHNS Yrpo3, MHANKATOPbI KOMMNPOMeTaLn 1 PETPOCMNEeKTUNBHbII
aHann3 No3BONSIOT OTCNEANTb aTaky Ha PaHHNX CTaANsX U Noce NPOHNKHOBEHNS 310y MbILLINEHHNKa
B UHPaCTPYKTYpY.

= PaccnepoBaHue aTtak. Onepatop VB oTcnexnBaeT aTakun 1 onpeaenseT nx yCnelwHoCTb Ha OCHOBe
aHanmnsa MeTagaHHbIX. CneumnanncT No paccnefoBaHNio BOCCTaHaBNNBAET XPOHOJONMIO aTaku ¢ no-
Moublo fAaHHbiX B PT NAD 1 Bbipa6aTbiBaeT KOMMEHcUpyioLwmne Mepbi.

* MNouck yrpos. PT NAD nomoraeT BbicTpouTb npouecc threat hunting B opraHnsauum, npoBepsTb rn-
noTesbl, HaNpPrMep O MPUCYTCTBUN XaKePOB B CETW, 1 BbISIBSTb CKPbITbIe YIPO3bl, KOTOPbIE HE O6Ha-
pyXmBalTCs CTaHAaPTHLIMY CPencTBaMuy Knéep6e3onacHOCTI.

Kak pa6otaet PT NAD

9kcnepTuza PT Expert Security Center
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PT NAD 3axBaTbiBaeT n pasbupaeT ceTeBoli Tpaduk Ha nepumeTpe 1 B MHGPaCTPYKType C MOMOLLbIO
co6CcTBeHHON TexHonoruy DPI. B kauecTBe ncTouHmKka Tpaduka MOXHO MCronb3oBaTh ycTpolicTea TAP,
6poKepbl CeTeBbIX NakeTOB 1 akTUBHOE ceTeBoe o6opynoBaHme. AHanmnanpys Konuio ceTeBoro Tpadpuka
CTaTUCTNYECKNMM N MOBEAEHYECKMIN MOAYNSIMI, CUCTEMa ONPefenseT akTUBHOCTb 3/10yMbILLIEHHIKa
Ha camblX paHHUX dTanax NPOHNKHOBEHNS B CETb, a TakXe BO BPEeMSs MOMbITOK 3aKpPenuTbCs 1 pasBuTb
aTaky BHyTpu ceTn. PT NAD XxpaHunT KONuio Cbiporo Tpadurka N Ha ero oCHoBe reHeprpyeT MeTagaHHble
LNS peTpocneKkTUBHOro aHanusa. locne o6HOBNEHUS NPaBu 0GHaPYXEHNs Yyrpo3 1 penyTaunoHHbIX
cnuckoB oT PT Expert Security Center npoaykT aBToMaT4eckn nepenpoBepseT cobpaHHble faHHble
o Tpaduke n cooblaeT aHanuTukam SOC 0 CKPbITOM NPUCYTCTBUW 3N0yMbllLeHHKa B ceTu. CoyeTtas
B ce6e HeCKOMIbKO MexaHn3MoB 06HapyXeHns CnoxHbix yrpos, PT NAD o6ecneynBaeT BULNMOCTb CETH
KoMMaHuy, o6HapyXnBaeT NO[O3pPUTENbHbIE COEANHEHNS 11 CETEBble aHOManun 1 NoOMoraeT KOHTPONN-
poBaTb pernameHThl VIb.

Positive Technologies — BepyLwnii paspaboTunk pelieHnini ans knbéepbesonacHocTy. Halum TeXHONOrMn 1 CePBUCHI UCMOMb3YIOT
6onee 2300 opraHusaumii o Bcemy Mupy, B Tom uncne 80% komnaHuin n3 pentnHra «dkcnept-400». Yxe 20 net Hala oCHOBHas
3aflavya — npenoTBpaulaTb Xxakepckumne atakm Ao Toro, Kak OHU NPUYNHAT He!‘lpl/le!\/l}'leMbH;l yu.l,ep6 6VI3HeCy nuenbim oTpacngam 3KOHO-
muku.Positive Technologies — nepBas 1 efnHCTBEHHas KOMMaHns n3 chepbl kKnbepbesonacHocTy Ha Mockosckoii 6upxe (MOEX:
POSI). Cnenunte 3a Hamu B couceTax (Telegram, BKoHTakTe, Twitter, Xabp) n B pazaene «HoBocTu» Ha caiiTe ptsecurity.com, a Takxe
nopanucelBaTech Ha Tenerpam-kaHan |T's positive investing.
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