Ji" UserGate

[ns manoro 6unsHeca, dunnanos,
POS-cuctem, wkon, Wi-Fi-touek

MEXCETEBOW 3KPAH HOBOI'O NMOKOJIEHUA

USERGATE C100

Mpoun3BoguTeNbHOCTD
MeXKCeTeBOro sKpaHa

po 2rl6/c

Ceptudukat ®CTIK no 4 knaccy
LOKyMeHTa «Tpe6oBaHNA K MEXCETEBBIM

aKkpaHam (OCT3K, 2016)», npodunu
3awmTbl A 1 b, a Takxke no 4 knaccy
LoKymeHTa «TpeboBaHNA K cuctemam
obHapyxeHus BTopxeHunin (DCTIK, 2011)»

CeTn no6oro pasmepa AOMKHbI ObITb 3aLLMLLEHDI OT BHELWHYX aTak, BUPYCOB 1 Pa3HOObOpa3HbIX COBpe-

MEHHbIX Knbepyrpos.

UserGate ABNAeTCA KOMMAKTHbIM 1 yﬂO6HbIM B HaCTpOIZKe ceTeBbiM yCTDOIZCTBOM, CMOCOBHbIM
obecneunTb 6€30MacHOCTb ceTelrl HeGONbLINX OpFaHI/I3aLI,I/IIh nnn (I)I/IJ'II/Ia)'IOB C YNCNOM NoNb30oBaTenen

OT HECKOJIbKNX AeCATKOB 1O COTHN A 6onee.

OOCTYNHOCTb M YOOBCTBO

UserGate C100 npeanaraetca No MUHUMAbHbIM LiEHAM,
YTO [1ENAET ero AOCTYMHbIM A1 HEOOMbLLIMX OPraHu3aLnii,
a TakXe 1A MCNOob30BaHWsA B Quvanax, Takunx, Hanpu-
Mep, Kak TOUKIM Npodax. laHHOe YCTPOMCTBO MOCTaBAAETCA
MPAKTUYECKM FOTOBBIM K MCMOMb30BaHMIO 1 €r0 HACTPOWKa
MO>eT bbITb MpoK3BeeHa OObIYHbIM CUCTEMHBIM AMUHN-
cTpatopom. UserGate C100 MOXKeT MCMOb30BaTbCA B CETAX

C WWPVIHOW KaHana nponyckaHua ao 2 [o/c.
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KOMITJIEKCHAA BE3OMNACHOCTb

HecmMoTps Ha KOMNAKTHOCTb 1 HEBBICOKYIO CTOW-
mocTb mogenu UserGate C100, paboTa ycTpolicTea
OCHOBAaHa Ha Tex »ke TeXHONOrusAX, KOTOpble MCMOsb-

3YIOTCA W ANA 3aLLMThI CETeN KPYMHbBIX KOMMaHMI.

C ero nMomoLLbio MOXHO 0becneymnTb He TOMbKO
6a30BYyt0 GYHKLIMOHANBHOCTb MEXCETEBOrO 3KPaHU-
POBaHWA, HO 1 06ECMeUNTb 3aLLUUTY OT COBPEMEHHbIX
aTak, aHanu3 v GUNbTPaLMIO TPAadUKa MO KOHTEHTY,
KOHTPOJIb MHTEPHET-NPUNOXEHW, BNOKMPOBa-

HWe OMACHbIX CKPUMTOB U MPUAOKEHWI, 3aLLUTY

OT BMPYCOB 1 CMama, a TakKe Apyrne dyHKLnm
6e3onacHoCTH.

Kpome atoro UserGate C100 MoxeT obecneumnTb
3awuty roctesoro Wi-Fi 1 gaet BO3MOXKHOCTb
KOHTPONA NEPCOHANbHbIX YCTPOMCTB, TakMX Kak
CMapTOHbI 1 NAaHLWweT (KoHuenuma BYOD - Bring
Your Own Device).



Mexxcemegoli 3kpaH Hosozo nokoneHua UserGate C

OCHOBHbIE OYHKLNU

v MexceTeBow 3KpaH HOBOIro MOKONEeHNA v KOHTpOnb AOCTyna B MHTEPHET v VpeHTndurkauma nonb3osatenen
v CucTema O6HapyXeHWsa BTOPXKEHWI v KoHTponb Mpunoxerun L7 v TMoaaepxka KoHuenuumm BYOD
(IDS/IPS) Bring Your Own Devi
v’ [ewndposaHue SSL (Bring Your Own Device)
v/ [locTyn K BHYTPEHHNM pecypcam yepes B v BupTyanbHas yacTHaA ceTb
, v TocteBon noptan
SSL VPN Portal Hoso¢ (VPN)
v b 6 =
v/ AHanus 1 Bbirpy3ka MHbopmaLmm R A BrYTRER v YaaneHHoe
06 NHUKMOeHTax 6e3onacHocTh (SIEM) Hosoe S S ANMUHNCTPUPOBaHE
v AHTMBMpPYCHaA 3alimMTa
v/ ABTOMaTM3aLmA peakumu Ha yrpo3bl v Mopnepxka ACY TI (SCADA)
Ge3onacHocTn nHdopmamn (SOAR) o= v Advanced Threat Protection
v loanepka Knactepmsaumm
v O6paTHbI NPOKCK v/ be3onacHOCTb MoyTl 1 BbICOKOW OTKa30yCTONYMBOCTH

NPOU3BOAUTESIbHOCTb CMELIMOUKALIMA OBOPYAOBAHA
MexceTeBol 3KpaH [0 2000 M6/c Moptos 10/100/1000Base-T 5
Curctema o6Hapy»KeHVsl BTOPXKEeHNN no 100 M6/c Anck 1x500 I6air

* Advanced Threat Protection BkniodaeT B cebs dpunstpaumio no kateropuam URL

Advanced Threat Protection* 1o 55 M6/c Filtering 3.0, Mopdonorunyeckunii aHan13 KOHTEHTa, NMOTOKOBBIN aHTUBMPYC, MOAAEPXKKY
cnunckoB PockoMHaa3opa, Moaynb 610KMpoBkM peknambl ADblock.

TMOTOKOBbIN aHTUBMPYC*: 1o 55 M6/c ** PeKOMEHAOBAHHOE KONMUYECTBO NO/b30BaTENEN ONpeaenaeTca No ycpeaHeHHOMY
NpPoGUII0 COTPYAHWUKA. JaHHOE 3HaUeHne MOXKET CINIbHO BapbMPOBATLCA B 3aBM-
CMMOCTV OT XapaKTepa PaboTbl, BbIMOIHAEMOV COTPYAHMKaMM KOMMaHUK, a Takke

KoHTponb MpunoxeHnii L7 10 1200 M6/c HaCTpoVikamut XypHanmposaHua cepsepa UserGate.

AHTI/IBI/IpyC C 3BPUCTNYECKNM

aHanvsom* no 20 M6/c

PA3MEPbI
labapwuTbl Tabletop 230 x 170 x 47.7 MM
Bec 1,2 kr

JNIEKTPOINMUTAHUE
CeTb NUTaHWA 140-220 Bonbt
MNoTpebnaemasn mowHOCTb (Makc) 36 Batt

o I il Tenedon: 8 (800) 500 4032 000 «l03epreiim, Poccus: &
I I I | 0 KnueHTam: sales@usergate.ru 121205, r. Mockga, yn. Hobens, 7, oduc 126

MNapTHepam: partner@usergate.ru 630090, r. HoBocmbupck, yn. Hukonaesa, 11, opuc 602
UserGate PIHER




